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Data P ro t ec t ion  Policy 
 
 
 

I n t r o d u c t i o n  a n d  S c o p e  
 

This pol icy o u t l in e s  t he  F .E . D Founda t ion 's c o m m i t m e n t  t o  d a t a  p r o t e c t i on  a n d  c o m p l i a n c e  

w i t h  t h e  UK D a ta P r o t e c t i on  Act a n d  GDPR. T h e  p u r p o s e  of t h i s  pol icy is t o  en s u r e  t h a t  all 

pe r s o n a l  d a t a  h e l d  by t h e  char i ty is p r o c e s s e d  lawfully, fairly, a n d  t r a n spar en t l y ,  a n d  t h a t  t h e  

r ig h t s of d a t a  s u b j e c t s  a r e p r o t e c t e d .  This pol icy ap p l i e s t o  all indiv idua l s work ing o n  be h a l f  

of t h e  F . E . D  F o u n d a t i o n , i nc l u d i ng  t r us t e e s ,  staff , a n d  vo lun t eer s .  

 

D a t a  P r o t e c t i o n  L e a d  
 

T h e  F . E . D  F o u n d a t i o n  will a p p o i n t  a  D at a P r o t e c t i o n  L e a d  w h o  will b e  r e s po n s i b l e for 

o v e r s e e i n g  d a t a  p r o t e c t i o n  a n d  l e a d i ng  o n  any i nc i d e n t  i nves t ig a t io n a n d  r ep or t ing .  T h e  

D at a P r o t e c t io n L e a d will a l s o e n s u r e  t h a t  all st af f a n d  vo lu n t ee r s a r e p r ov i de d w i t h  an y 

in du c t i o n ,  o n  t h e  j ob or o t h er  t r a i n in g a n d  m a d e  a w a r e of t he ir  d a t a  p r o t ec t i o n 

respons ibi l i t i es .  

 

D a t a  P r o t e c t i o n  
 

D at a p r o t e c t i on  is t h e  pr a c t i c e  of s a f e g u a r d i n g  pe r s o na l  i n f o r m at io n by a pp l y i ng  d a t a  

p r o t e c t i on  p r inc ip les a n d  c o m p l y i n g  w i t h  t h e  D ata P r o t e c t i o n  Act. T he  D at a Pr o t e c t i o n  Act is 

a  UK la w t h a t  r e g u l a t e s  t h e  pr o c e s s i ng  of p er s o n a l  da t a .  T h e UK I n f o r ma t i o n Co mm is s io ne r ' s  

Office (ICO) pr ov ides g u i d e l i n es  o n  d a t a  p r o t e c t i o n t h a t  t h e  F . E . D  F o u n d a t i o n  will follow. T h e  

F . E . D  F o u n d a t i o n  ar e r e g i s t e r e d w i th  t h e  ICO. 

 

UK GDPR: T h e  UK Gener a l  D a t a P r o t e c t i o n  R e gu la t ion ,  w h i c h  o u t l in e s  t h e  ru les for 

p r oc e s s i ng  pe r s o n a l  d a t a  in  t h e  UK. 

D a t a  P r o c e s s o r :  An ind iv idua l or o r g a n i s a t io n  t h a t  p r o c e s s e s  p er s o n a l  d a t a  o n  b e ha l f  of a  

d a t a  contro l ler .  

D a t a  Con t r ol l e r : An indiv idual or o r g a n i s a t io n t h a t  d e t e r m i n e s  h o w  a n d  w hy pe r s o n a l  d a t a  

is p r o c e s s e d .  

D a t a  S ub je c t :  An ind iv idua l w h o s e  p e r s o n a l  d a t a  is b e i n g  p r o c es s e d .  

P r o c e s s i n g :  Any o p e r a t i o n p e r f o r m e d o n  p e r s o n a l  d a t a ,  i n c lu d i n g co l lec t ion , s t o r a g e ,  u s e ,  

a n d  disc losur e .  

P e r s o n a l  Da ta :  Any in f or m at io n t h a t  c a n  iden t ify a  liv ing individua l ,  s u c h  a s  n a m e ,  a dd r e ss ,  

or e m a i l  a dd r es s .  

Se ns i t iv e P e r s o n a l  Data:  P er s o na l  d a t a  t h a t  r equ i r es ex t r a pr o t e c t io n ,  s u c h  a s  h e a l t h  

in f o r mat i on or e t h n i c  or igin . 

D i r ec t  Ma r k e t i ng :  Any c o m m u n i c a t i o n  a i m e d  a t  p r o m o t i n g  a  p r o d u c t  or service di rect ly t o  

a n  ind ividual .  

PECR: T h e  Privacy a n d  E lec tr on ic C o m m u n i c a t i o n s  R egu la t io ns ,  w h i c h  g o v er n e l ec t r o n ic 
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d i r ec t  m ar k e t in g .  

 

 
 
 
 
Valid C on s e n t :  C o n s e n t  g ive n freely, specif ical ly , a n d  i nf o r m ed ,  a n d  c a n  b e  w i t h d r a w n  a t  a n y 

t i m e .  

L e g i t i m a t e  Bu s i n e s s  P u r p o s e :  A lawf ul r e a s o n  for p r o c es s i n g  p e r s o na l  d a t a  t h a t  is 

ne c es s a r y for t h e  l e g i t i m a t e  in t e r e s t s of t h e  d a t a  cont rol le r  or a  t h i r d par ty.  

 

D a t a  p r o t e c t i o n  p r i n c ip l e s :  
 

D at a is: 

  P r o c e s s e d  lawfully, fairly a n d  i n a  t r a n s p a r e n t  m a n n e r .  

o T her e ar e sev era l g r o u n d s  o n  w h i c h  d a t a  m a y  b e  co l l ec t e d ,  inc l u d i ng  c o n s e n t .  

o We a r e c lear  t h a t  our  c o l l ec t ion of d a t a  is l e g i t i m a t e  a n d  w e  h a v e  o b t a i n e d  

c o n s e n t  t o  ho l d  a n  individual’s d a t a ,  wh e r e  ap pro p r ia t e .  

o We a r e o p e n  a n d  h o n e s t  a b o u t  h o w  a n d  w h y w e  co l l ec t  d a t a  a n d  ind ivi dua l s 

h a v e  a  r igh t  t o  a c c e s s  t he i r  d a t a .  

  C o l l e c t e d  f or sp ec i f i e d ,  expl i ci t a n d  l e g i t i m a t e  p u r p o s e s  a n d  n o t  u s e d  fo r a n y  o t h e r  

p u r p o s e .  

o We a r e c l ear  o n  w h a t  d a t a  w e  will co l l ec t  a n d  t h e  p u r p o s e  for w h i c h  i t will b e  

u s e d .  

o A n d  only co l l ec t  d a t a  t h a t  w e  n e e d .  

o W h e n  d a t a  is c o l l e c t e d for a  spec i f ic p ur po s e ,  it m a y  n o t  b e  u s e d  for any o t h e r  

p u r p o s e ,  w i t h o u t  t h e  c o n s e n t  of t h e  p e r s o n  w h o s e  d a t a  it is. 

  A d e q u a t e ,  r e l e v a n t  a n d  l i m i t e d t o  w h a t  i s n e c e s s a r y .  

o We co l l ec t  all t h e  d a t a  w e  n e e d  t o  g e t  t h e  j o b d o n e .  

o A n d  n o n e  t h a t  w e  don ’ t  n e e d .  

  A c c u r a t e  a n d ,  w h e r e  n e c e s s a r y ,  k e p t  u p  t o  d a t e .  

o We e n s u r e  t h a t  w h a t  w e  co l l ec t  is a c c u r a t e  a n d  h a v e  p r oc e s s e s  a n d / o r  c h e c k s  

t o  e n s u r e t h a t  d a t a  w h i c h  n e e d s  t o  b e  k e p t  u p - t o - d a t e  is, s u c h  a s  benef ic iary , 

staf f or v o lu n te er  recor ds .  

o We cor r ec t an y m i s t a k e s  p r om pt ly .  

  K e p t  f or n o  l o n g e r  t h a n  i s n e c e s s a r y .  We u n d e r s t a n d  w h a t  d a t a  w e  n e e d  t o  r et a in ,  for 

h o w  l o n g  a n d  why . 

o We on ly h o l d  d a t a  only for a s  l o n g  a s w e  n e e d  to . 

o T h a t  i n c l u d es  b o t h  h a r d  co p y a n d  e lec t r on ic d a t a .  

o S o m e  d a t a  m u s t  b e  k e p t  for spec if i c per io ds of t i m e  ( e g  p a t i e n t  d a t a ,  

a c c o u n t i n g ,  H&SW). 

o We s ecur e ly a rch ive or des t r oy d a t a  n o  lo ng e r  n e e d e d .  

  P r o c e s s e d  t o  e n s u r e  a p p r o p r i a t e  secur i ty , n o t  only t o  p r o t e c t  a g a i n s t  un la w f u l  u s e ,  b u t  

a l so loss or d a m a g e .  

o D a t a  i s h e l d  s ec u r e ly ,  s o  t h a t  it c a n  only b e  a c c e s s e d  by t h o s e  w h o  n e e d  t o  d o  

so . For e x a m pl e ,  p a p e r  d o c u m e n t s  a r e lock e d away ,  a c c e s s  t o  o n l in e fo lders in  

s h a r e d  dr ives is r es t r ic t ed t o  t h o s e  w h o  n e e d  it , IT s y s t e m s  ar e p a s s w o r d  

p r o t e c t e d ,  a n d / or  sens i t ive d o c u m e n t s  t h a t  m a y  b e  s h a r e d  ( e g  payroll) a r e 

p a s s w o r d  p r o t e c t e d .  

o D a t a  i s k e p t  saf e .  Our IT s y s t e m s  h a v e  a d e q u a t e  ant i-virus a n d  firewall 

p r o t e c t i on  tha t ’ s up - t o - d a t e .  Staff u n d e r s t a n d  w h a t  t h e y  m u s t  a n d  m u s t  n o t  

d o  t o  s a f e g u a r d a g a i n s t  cyber-a t tac k ,  a n d  t h a t  p a s s w o r d s  m u s t  b e  s t r o n g  a n d  

n o t  w r i t t e n d o w n  or sh a r e d .  

o D a t a  i s r e c o v e r a b l e .  We h a v e  a d e q u a t e  d a t a  b a c k - u p  a n d  d i sa s t er  recovery 

pr oc e s s es .  
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I nd iv i du al R igh t s : 

 

We r e c o g n i s e  t h a t  individuals’  r igh t s i n c l u d e  t h e  r igh t t o  b e  informed,  of access ,  t o  

rectif ication, erasure , restr ict process ing ,  d a t a  portability a n d  to  object .  

 

Us e of I m ag e r y / V i d e o  

 

All i m a g er y  is p r o t e c t e d  by c opy r i gh t  a n d  c a n n o t  b e  u s e d  w i t h o u t  t h e  c o n s e n t  of t h e  ow ne r ,  

usual ly t h e  p e r s o n w h o  took t h e  i m a g e .  Y ou m a y  a l so n e e d  c o n s e n t  f r om t h e  indi vidua ls in 

i m a g e s  of ind iv idua l s a n d  sm a l l  g r ou ps ,  w h i c h  m a y  wel l fall w i th i n t h e  D a ta Pr o t e c t i o n  Act. 

However , t h e r e  is s o m e  am b ig u i t y ,  s o  er r o n  t h e  s i d e of c a u t i o n  a n d  o b t a i n c o n s e n t  

whe r ev er  t h i s is r ea so n ab l y poss ib le .  Specif ic c o n s e n t  it s o u g h t  a n d  par t i cu lar  c a r e is t o  b e  

t a k e n  w h e n  u s i n g  i m a g e s  of ch i l d r en or o t h e r  vu ln er a b l e p e o p l e .  

 
Here a r e s o m e  q u e s t i o n s  t o  c o ns i de r  w h e n  u s i n g  imagery:  
 

  For w h a t  p u r p o s e  w a s  t h e  or ig ina l i m a g e  t a k e n ?  If it w a s  for o n e  p ur po s e ,  s u c h  a s  

pe r s o n a l  u s e ,  it c a n n o t  b e  u s e d  for a n o t h e r  w i t h o u t  t h e  c o n s e n t  of t h e  ind ividua ls 

c o n c e r n e d  

  Is t h e  i m a g e  s ens i t ive p e r s o na l  d a t a ?  If it is, d o  you h a v e  t h e  ind iv idual ' s c o n s e n t ?  

  For s m a l l  g r o u p s  a n d  individua l s , h a s  a n  i m a g e  c o n s e n t  f o r m b e e n  u s e d ?  

  W h e n  u s i n g  i m a g e s  of chi ld r en ,  or p e o p l e  w h o  m a y  n o t  b e  c o m p e t e n t ,  d o  you h a v e  valid 

c o n s e n t ?  

  W h e n  u s i n g  i m a g e s  of ch i l d r en or o t h e r  vu l ne r ab le pe o p l e ,  a r e you c o n f i d e n t  your u s e  of 

t h e  i m a g e  will n o t  p l a c e  t h e m  a t  r isk? Par t icular ly, if it is t o  b e  u s e d  publ icly, s u c h  a s  in 

t h e  Med ia or o n  t h e  w e b .  

  W h e n  p h o t o g r a p h i n g  l a r ge g r o u p s ,  h a v e  t h e  ind ividua l s b e e n  g ive n a  c h a n c e  t o  o p t  o u t  

of t h e  p h o t o g r a p h ?  

  Has t h e  p e r s o n / p e o p l e  in  t h e  i m a g e  b e e n  t o ld h o w  t h e  i m a g e  will b e  u s e d ?  

  Are you u s i n g  t h e  i m a g e  a c c o r d i n g  t o  h o w  t h e  p e r s o n / p e o p l e  w e r e  t o ld it w o u l d  b e  

u s e d ?  

 

D a t a  Br e a c h : 

 

A b r e a c h  is m o r e  t h a n  only l o s i n g  p er so n a l  d a t a .  It is a  b r e a c h  of sec ur i ty l e a d i n g  t o  t h e  

a c c id e n t a l  or u n la wf u l  de s t r u c t io n ,  loss , a l t e ra t ion ,  u n a u t h o r i s e d  d i sc lo sur e of , or a c c e s s  to , 

pe r s o n a l  d a t a .  We will i n v e s t ig a t e t h e  c i r c u m s t a n c e s  of a ny loss or b r e a c h ,  t o  ident ify if a ny  

ac t i o n  n e e d s  t o  b e  t a k en .  Ac t ion m i g h t  i n c l u de  c h a n g e s  in p r o c ed u r es ,  w h e r e  t h e r e  will 

h e l p  t o  p r e v e n t  a  r e -oc cu r r enc e or discip l inary or o t h e r  ac t io n ,  in  t h e  e v e n t  of n e g l i g e n c e .  

 

We will notify t h e  ICO wi thin 72 hours ,  of a  b r eac h  if it is likely t o  result  in  a  risk to  t h e  r ights a n d  

f r ee do ms of individuals. If u n ad dr e s s e d  su c h  a  b r e ac h  is likely t o  have  a  signif icant de t r ime n ta l  

ef fect  on  individuals. For example:  

 
  Result  in discr iminat ion .  

  D a m a g e  to  r eput a t ion .  

  Financial loss .  

  Loss of conf idential ity or any o ther  significant e c o n o m i c  or social d i sadvan ta ge .  
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O t h e r  P o l i c i es 

 

C hi l d r e n a n d  V u l n e r a b l e  Gr ou p s :  We work w i t h  c h i ld r en a n d  p e o p l e  w h o  m a y  b e  

part icular ly a t  risk. P l e a s e  refer t o  our  S a f e g ua r d in g  Policy. 

 

F u n dr a i s i n g :  We will e n s u r e  t h a t  our  fun dr a i s ing c o m p l i e s  w i t h  t h e  D at a P r o t e c t i o n Act a n d  

ICO g u i d e l i ne s  a n d  a l so t h e  Fu n dr a i s i ng R eg u la to r  g u i d e l i n e s i nc lu d i ng ,  if ap p l i cab le ,  d i r e c t  

m a r k e t i n g  a n d  PECR. We wil l r e s p e c t  t h e  pr ivacy a n d  c o n t a c t  p r e f e r e n c e s  of ou r don or s .  

 
 
 
 
 
 

Ver s ion C ont r o l - Appr oval a n d  Review 

 
 

Ver s ion No 
 

1.0 

2.0 

 

Appr ov e d  By 
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Approval  

Dat e  

J a n  2024 

J a n  2025 

 

Main C h a n g e s  
 

Initial draft  appr o ved 

Header  u p d a t e d  

Review 
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